
8:00 AM - 8:10 AM

8:10 AM - 9:10 AM

9:10 AM - 10:10 AM

10:10 AM - 10:40 AM

10:40 AM - 12:00 PM A1 ICS Cyber Security B1 Application Security and SecDevOps C1 Compliance / New Regulations
Kevin Comeaux, SLB Apurva Moohan, SLB Tim Davis, EPD

Joseph Catanese, Chevron
The Architecture of Assurance: A universal ICS 
reference architecture Dennis Hackney, Chevron

Industrial Cloud Threat Modeling, Assurance 
of Safe and Secure by Design Introductory Scott Crow, AssurX Out of Control Internal Controls! Intermediate

Blake Gilson, ExxonMobil
OT Advanced Visibility Capability - Need for more 
Capabilities Jason Trunk, Island

Reducing Application Delivery Tech Debt from 
the Inside Out Intermediate Michael Sanchez, Itegriti Sustaining Security Posture in Oil & Gas: Navigating Frameworks, Mandates, and Human Factors Intermediate

Al Lindseth, CI50 Advisory Services

Improving OT Cybersecurity Programs’ 
Effectiveness –  A Balanced Mix of Strategic and 
Pragmatic Considerations David Carter, RSM From Disclosures to Direction: Analyzing SEC Cyber Rule disclosures for cyber program insights Introductory

12:00 PM - 1:00 PM

1:00 PM - 2:20 PM A2 ICS Cyber Security B2 Cyber Risk Management C2 Third Party Risk and Supply Chain Risk Management
Kevin Comeaux, SLB Wendy Thomas, Chevron Christy Poisot, Shell

Matthew Jobin, Halliburton
Red Alert: Safely Scoping Offensive Security 
Testing in ICS Environments Frank Honkus, E-ISAC Staying CRISPy and Protecting Critical Infrastructure Intermediate Saša Zdjelar, ReversingLabs What’s in Your Commercial Software (Oil & Gas Edition)? Intermediate

Ali Chinwala, SLB
Red Teaming and Offensive ICS Security: Testing 
the Defenses of Critical Infrastructure Dennis Distler Enaxy Don't Boil the Ocean - Secure It: Resilient OT for the Oil & Gas Frontier Intermediate Moses Bernard, Energy Transfer Bridging the Cybersecurity Readiness Gap: Lessons from Cloud Adoption Barriers in Upstream Oil and Gas Intermediate

David Lancaster Jr., Sygnia
Was It an OT Cyberattack, a System/Asset Failure 
— or Both? Rich Lay, Devon Energy Risk Magic: Turning Data into Actionable InsightsIntroductory Francesco De Lucia, Schlumberger Enhancing Procurement Risk Resilience & Compliance Intermediate

2:20 PM – 2:50 PM

2:50 PM - 4:10 PM
A3 ICS Cyber Security B3

Identity and Access Management
C3 Cyber Incident Management Workshop

Kevin Comeaux, SLB Tim Davis, EPD Trent Jacobi, Marathon Peteroleum

Mourad Baouali and Shaun Wolski, SLB
From Control Room to Boardroom: OT Risk 
Quantification as Strategic Business Insight Matt Tisdale, Devon Energy

Mastering Azure PIM: Practical Setup and 
Dynamic Role Elevation with Web Console or 
PowerShell Intermediate DOE/INL

CESER and Idaho National Laboratory have developed the CyberStrike SHADOW VALVE training workshop to 
enhance the ability of energy sector owners and operators to prepare for a cyber incident impacting industrial 
control systems (ICS) in the Oil & Natural Gas (ONG) subsector based on the real-world attack scenarios 
experienced by ONG facility operators in Ukraine during the war with Russia.  The training offers participants a 
hands-on, simulated demonstration of a cyberattack, drawing from elements of actual cyber incidents, 
adapted to the ONG industry. Participants are guided through a series of exercises that challenge them to 
defend common ONG ICS equipment elements against a cyberattack using tabletop models in hands-on 
simulated processes. Intermediate

VanusaMenditi Calegario, PETROBAS

OT Cybersecurity Program applied to Gas and 
Thermoelectric Plants, Offshore Oil Rigs and 
Refineries Amanda Butlett, SailPoint

AI-Powered Identity Security: Practical 
application to solve identity specific problems Intermediate

Sean Harris, TXOne Networks

The Industry’s Heavy Acquisition Culture 
Complicates Cybersecurity - Here’s What to Do 
About It Derek Melber, GuidePoint Security Hybrid Identity Attacks: Why Security Assessments are NeededAdvanced

4:10 PM – 4:30 PM
4:30 PM - 5:30 PM
5:30 PM - 6:30 PM

8:00 AM - 8:10 AM

8:10 AM – 9:10 AM

9:10 AM - 10:10 AM

10:10 AM - 10:40 AM

10:40 AM-12:00 PM A4 Next Generation SOC / Security Orchestration B4 Generative AI Platform Risks and Security C4 Zero Trust
Apurva Mohan, SLB Oscar Barrientos, Chevron Aamerkhan Golandaz, SLB

Anne Robbins, Deliotte

From Siloed Security to Seamless Defense: 
Revolutionizing OT SOCs in Oil & Gas with Operate-
Driven Integration Intermediate Srikant Menon, Deloitte Generative AI Platform Risks and Security Intermediate Tom Sego, BlastWave Failing Open Fails Zero Trust Intermediate

Justin Higdon, Elastic
Leverage GEN AI to Secure Air-Gapped 
Environments Introductory Dave Tyson, Apollo Information Systems The top 3 things you need to know about how threat actors are innovating with AI and how you can understand the risk to you.Advanced Alexandre Peixoto, Emerson Defining an Industrial Zero Trust Vision Intermediate

Nikki Hegdahl, GuidePointSecurity
OT SOC in the Cloud and Dedicated IRP for 
Operational Technology Intermediate Dr. James Sayles, Halliburton AI on the Rig: Securing Autonomous Intelligence Across Energy and Industrial OperationsIntermediate Glen Combe, Fortinet Does Zero Trust = Zero Security Issues for Operational Technology? Intermediate

12:00 PM - 1:00 PM
1:00 PM - 2:00 PM
2:00 PM - 2:20 PM

2:20 PM - 3:40 PM A5
Threat Hunting and Threat Intelligence 
Programs B5 Cyber Security Insurance Panel Discussion C5 Addressing the Human Element
Jason Mouton, Shell Alice Ouedraogo, Plains Daniel Syring, Devon
David White, Axio Surviving the Typhoon: How to Prepare for Nation-State Cyber IntrusionIntroductory Latosha Ellis, Hunton Andrews Kurth LLP Patrick Kelly, Critical Path Security Cybersecurity in Crisis: Managing Mental Health in High-Stress Environments Introductory
Rober Jan Mora, Volexity Detecting Zero-Day Exploitation of Edge Devices Intermediate Sarah Anderson, SWA Law LLC Sean Tufts, Optiv What an NFL Lockeroom Can Teach Us about Cybersecurity Teams Introductory

David Morimanno, Xalient AI-Driven Identity Threat Detection and Response (ITDR)Intermediate Anthony Leatherwood, Plains David White, Axio Put Down the Crayons and Be Heard in the Boardroom Intermediate
3:40 PM – 4:10 PM

4:10 PM - 5:30 PM A6 Cyber Incident Management B6 Cyber Security Architechture
Trent Jacobi, Marathon Peteroleum Oscar Barrientos, Chevron

Walter Crawford, OakTruss Group

Converged Resilience: A Modern Approach To 
Breach Response, Continuity, and Recovery

Intermediate Shaun Wolski, SLB Legacy OT Architecture meets the Modern WorldIntroductory

Kristen, Palmer, UTSI International

Best Practices for Conducting Cybersecurity 
Tabletop Exercises Aligned with Organization’s 
Maturity Level. Intermediate Ricky Allen, CyberOne Planning for your 2027 Enterprise Security ArchitectureIntermediate

Larry Liebrock, eForensics Detect- End Point Live Memory Forensics Advanced Sara Donnelly, TXOne Networks Simplifying the Challenges of OT Network SegmentationIntroductory

5:30 PM - 6:30 PM Closing Reception

Break to Reconfigure Room
API 20th Anniversary Retrospective & Past Chair Panel

Reception and Networking

Morning Refreshment Break 

Day 2 Keynote

Lunch
Leadership Panel #2 - CISO Showdown

Break to Reconfigure Room

Afternoon Refreshment Break

Wednesday, November 12, 2025
Introductions - Daniel Syring, Devon Energy, Conference Chair

Leadership Panel

Afternoon Refreshment Break

Lunch

Tuesday, November 11, 2025
Introductions - Daniel Syring, Devon Energy, Conference Chair

Opening Keynote 
Opening  Panel - Effective Mentoring 

Morning Break


